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Joanna Wzigtek-tadosz

* Mgrinz. informatyk

* Obecnie Senior Security Engineer w Tenable

* Ponad 15 lat doswiadczenia w cyberbezpieczenstwie

* Roczny certyfikowany program podyplomowy na Massachusetts Institute
of Technology z cyberbezpieczenstwa

* Cztonkini ISSA Polska, ISSA International,
Polskiego Towarzystwa Informatycznego (PTI) i Sekcji AWSI

* Autorka podcastow Polskiego Radia “Cyberbezpieczni” a obecnie podcastu
,Cyberbezpieczenstwo po ludzku”

* W social mediach ,,@Pani od cyber”

https://www.linkedin.com/in/joanna-wziatek/
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SIEM, ACL, Web Analytics

“  NIDS, NIPS

e Proxy, Firewall, Spam Filters
WCF

Blue Team:

HIDS, HIPDS, EDR, Patching

zespot
defensywny

HIDS, Antivirus, Privilege Guard

» Sinkhole, Firewall, NIDS
Malware Analysis, ACL

HBSS, Host Protection

L




SUPERVISED MACHINE LEARNING
(nadzorowane)

e wykrywanie ztosliwego oprogramowania,
e wykrywanie spamu,

e wykrywanie anomalii,

e risk scoring in cybersecurity

Metody uczenia maszynowego w cyberbezpieczenstwie

pe

UNSUPERVISED MACHINE LEARNING
(nienadzorowane)
e wykrywanie anomalii,

e Ataki zero-day oparte na loT,
e klasyfikacja podmiotow

SEMI-SUPERVISED LEARNING
(potnadzorowane)

e Wykrywanie wtaman do sieci
e ataki DDoS,
e Ataki ztosliwego oprogramowania

REINFORCEMENT LEARNING (przez
wzmachianie)
e przeprowadzanie testéw penetracyjnych na systemie,

® ocena ryzyka
* Nietypowe zachowanie




Typy algorytmow i ich wykorzystanie

REGRESSION PROBABILISTIC DISTANCE BASED LEARNING

e wykrywanie oszustw, e wykrywanie wtaman, e wykrywanie ztosliwego oprogramowania,

e identyfikacja ztosliwego e wykrywanie ztosSliwego e anomalie w ruchu sieciowym,
oprogramowania, oprogramowania, e wykrywanie naduzyé,

e wykrywanie atakow, e filtrowanie spamu e klasyfikacja DNS

DECISION TREES Support Vector Machines (SVM)

e wykrywanie i kategoryzacja WV GAYERIERCINERR

ztosliwego oprogramowania, wykrywanie zto$liwego oprogramowania,
* wykrywanie wtaman, naruszenie bezpieczenstwa(ataki)

* rozpoznawanie spamu, identyfikacja i wykrywanie oszustw,
e ocena luk w zabezpieczeniach spam




Jak Al pomaga
tworzyC narzedzia do
cyberobrony?



Reverse
engineering

SENRRaY O0NO0F BN A
110010010017 Y BN 0
aArianianas SRRSH ARy 10

A software reverse engineering (SRE) suite of tools developed by NSA's Research Directorate in

support of the Cybersecurity mission Odtajnione i udostepnione
opinii publicznej w 2019 r.
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# Script Configuration

MODEL = "gpt-3.5-turbo" # Choose which large language model we query —— gpt—4 and claude-v1.2 also supported

TEMPERATURE = 0.19
TIMEOUT = 600
MAXTOKENS = 512
C3P0OSAY = True
LANGUAGE = "English"
EXTRA = ""
LOGLEVEL = INFO
COMMENTWIDTH = 80
G3POASCII = r"""
/~\
oo )
\=/_
/ \
VZAVEAYANY
|
|

# Set higher for more adventurous comments, lower for more conservative
# How many seconds should we wait for a response from OpenAI?

# The maximum number of tokens to request from OpenAI

# True if you want the cute C-3P0 ASCII art, False otherwise

# This can also be used as a style parameter.

# Extra text appended to the prompt.

# Adjust for more or less line noise in the console.

# How wide the comment, inside the little speech balloon, should be.

LLM do pomocy !

e G-3PO: A Protocol Droid for Ghidra

* G-3PO narzedzie, do kontynuowania pracy
dekompilatora Ghidry, dodajac kolejng warstwe
automatyzacji do procesu inzynierii wstecznej.

* G-3PO przesyta zdekompilowany kod C funkcji do
modelu jezykowego (obecnie obstuguje modele
zaréwno z OpenAl, jak i Anthropic) i zada
wyjasnienia, co robi funkcja, wraz z sugestiami
dotyczacymi opisowych nazw zmiennych.

* G-3PO moze nastepnie automatycznie dodac te
nazwy i komentarze do listy dekompilacji Ghidra



https://github.com/tenable/ghidra_tools/tree/main/g3po

File Edit Analysis Graph Navigation Search Select Tools Window Help File Edit Navigation Search Select Help
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IRe @ &g

rogram Tr... lig & B X Listing: fw_1@43face00 N ) Bd s

l A

1 4520a9bc 01 e0 subs r3,src,dest
4520a9c0 03 21 cmpcs size,r3
4520a9c4 b9 9a bls copyData
4520a9c8 03 e3 cmp size,#0x3
4520a9cc 02 ed add src,src,size
4520a9d0 02 ed add dest,dest,size
4520a9d4 25 9a bls LAB_4520aa7@
4520a9d8 03 e3 tst src,#0x3

tom_memmove - (fw_1@43face00) 4

/% /
|AI generated comment, take with a grain of salt:
|
| The function FUN_4520a9bc appears to be a custom implementation of the
|memmove function, which copies a block of memory from one location to another,
|handling overlapping regions correctly.
| Let's start by renaming the variables and the function itself:

= OoONOUAWNR

|

| $param_1 -> $src

| $param_2 -> $dest

| $param_3 -> $size

LAB_4520a9dc |

4520a9dc ldrbne r3, [dest,#-0x1]! |
Program Tree x 4520a9¢e0 subne size,size,#0x1 | Now let's go through the code step by step:

4520a9%4 strbne r3, [src,#-0x1]! | 1. The function calculates the difference between the source and destination|

bol Tree m X 4520a9%e8 tst src,#0x3 |pointers, and checks if the source and destination pointers are equal or if the |

4520a%ec bne LAB_4520a9dc |size is equal to the difference. If either of these conditions is true, the |

|la Imports 4520a910 ands r3,dest,#0x3 | function returns the destination pointer without doing anything. |

) Exports 4520a9f4 beq LAB_452bdb0o | 2. If the source pointer is greater than the destination pointer, the |

(=1 Functions 45202918 subs size,size,#0x4 | function copies the memory block in reverse order, starting from the end of the |

C» Labels 4520a9fc bce LAB_4520aa70 |block. This is done to handle overlapping regions correctly. |

LD Classes 45202200 ldr r12, [dest,-r3]! | 3. If the source pointer is less than the destination pointer, the function |

() Namespaces 4520aa04 cmp r3,#0x2 |copies the memory block in the forward direction, starting from the beginning of|

45202208 bcc LAB_4520aa30 | the block. |

4520aa0c bhi LAB_4520aa50 | 4. The function handles different alignment cases by copying data in chunks |

|of different sizes (1 byte, 2 bytes, 4 bytes, or 8 bytes) depending on the |

LAB_4520aa10 |alignment of the source and destination pointers. |

4520aal10 mov r3,r12, sl #0x10 = | 5. After copying the memory block, the function returns the destination |

4520aal4 dr ri2, [dest,#-0x4]! |pointer. |

Q 4520aal8 subs size,size,#0x4 E | There are no obvious security vulnerabilities in this code. However, it is |

4520aalc orr r3,r3,r12, lsr #9x10 |worth noting that this custom implementation may not be as efficient as the |

4520aa20 str r3, [src,#-0x4]! = |standard memmove function provided by the C library, and it may not handle all |

a Type Mana... v X 45202224 bes LAB_4520aa10 |edge cases correctly. It is generally recommended to use the standard library |

|

|

|

/

$FUN_4520a9bc :: $custom_memmove

4520aa28 add dest,dest,#0x2 | functions when possible, as they are well-tested and optimized for performance.
4520aa2c b LAB_4520aa70 = |
|Model: gpt-4, Temperature: 0.05
L3 Data Types LAB_4520aa30 = \
# BuiltinTypes 4520aa30 mov r3,r12, lsl #0x18 /
8w 1 (1 of 0) 4520aa34 dr ri2, [dgst,t—@m] ! /~\
4520aa38 subs size,size,#0x4 = oo )
2 #2 17 ler #0u0 _\:/_

7. N
[Ercanson axing &y VAVAYIN

performance."}, u'finish_reason': u'stop'}], u'object': u'chat.completion'} :
INFO: root:Added comment to function: FUN_4520a9bc
INFO: root:Renaming variables...

currentAddress: 4520a9bc

g3po.py> Finished!

£ generic_clib

4520a9bc custom_memmove | subs r3,r0,r1




An Al assistant for the
GNU Debugger (GDB)

* Asystent GDB: narzedzie, ktore uzywa modelu
jezykowego do analizowania informacji debugowania i
odpowiadania na pytania dotyczgce stanu srodowiska
uruchomieniowego lub kodu zestawu.

* Narzedzie interaktywne: Narzedzie odbiera informacje o
rejestrach, wartosciach stosu, sladzie wstecznym, zestawie i
dekompilowanym kodzie oraz umozliwia uzytkownikowi
zadawanie zapytan do modelu.

* Analiza luk w zabezpieczeniach: narzedzie prowadzi
uzytkownika przez analizowanie luk w zabezpieczeniach lub
innych zachowan srodowiska uruchomieniowego w
programie docelowym. Moze rowniez zadawac pytania
uzupetniajgce w celu wyjasnienia lub korekty.

* Zmniejszenie ztozonosci debugowania: narzedzie
zamienia GDB w interfejs konwersacyjny, w ktérym
uzytkownicy mogg dyskutowac o tym, co robi kod na kazdym
kroku, zamiast rozszyfrowywaé surowe dane debugowania.

3 extraout_ECX;
32_t unaff_EBX;

t argc;

ar auStack26 [4];

t buf;

ar *puStackl6;
t var_8h;

tacklé stack0x00000004 ;

.__x86.get_pc_thunk.bx():
rl extraout_ECX:
(ivarl ) {
sym.imp.printf(unaff_EBX
X[1]):

e {

sym.imp.strcpy(auStack26,

1)) .
sym.imp.printf(unaff_EBX

n ivarl

(extraout_EC |02

. auSta




BurpGPT

Narzedzie BurpGPT, bedace rozszerzeniem dla Burp
Suite, pozwala badaczom wykorzysta¢ GPT do analizy
zadan i odpowiedzi HTTP.

Dziata poprzez wykorzystanie funkcji proxy Burp do
przechwytywania ruchu HTTP i analizy go za pomocg API
OpenAl w celu identyfikacji ryzyk i potencjalnych
rozwigzan problemow.

Moze by¢ uzywane do odkrywania punktow iniekcji,
btednych konfiguracji i wiece;.

Podczas rozwijania tego rozszerzenia przetestowano kilka
scenariuszy z zycia realnego i stwierdzono, ze GPT3.5 i
GPT4 skutecznie identyfikujg podatnosci na Cross-Site
Scripting (XSS) i btednie skonfigurowane nagtéwki HTTP
bez potrzeby dodatkowego dostrojenia.

Submit
ChatGPT Answer.
The HTTP request and response depict a series of interactions between a client and a web server hosting a simple forum page (Forum v0.001) with the functionality to submit and display messages. The client first sends a GET request for
the farum page, followed by requests for a stylesheet (s.css) and a favicon (favicon.ico). The stylesheet is retumed with a 304 Not Modified, indicating that the requested file has not changed. The favican retums a 404 Not Found, as the
server cannot locate the requested file. The client then submits a POST request with the message data, and the server retums a 200 OK with the updated forum page, displaying the submitted message.

1. Risk: Cross-site scripting (XSS) attacks. Fix: Sanilize user inputs and escape outputs to prevent malicious scripts from being embedded in messages.
2. Risk: Insecure HTTP connection. Fix: Implement HTTPS to encrypt data Imnsm I‘Bdhmwaen the server andmﬁ client.
3. Risk: ion (nginx). Fix: Adjust the web se 10 hide versi in the response header.
4. Risk: Outdated or unused resources (s.css file). Fix: Keap resources up to date, remove unused resources, and adjust caching settings as needed.
5. Risk: Favicon not found (404). Fl Add a favicon file to the server and adjust the reference in the HTML code if necessary.
s Risk: L Fix: GSAF tokens or other anti-GSAF mechanisms to protect form data from cross-site request forgery attacks.
7. Risk: No sarver- smu pul validation for the form. Fix: input vali [ 1o check for data length and format, and prevent processing of malicious data.




EscalateGPT

AR

# #
R HHHH #

tarting AWS privilege escalation tool using ChatGPT
jet all policy from account 832970976958
ound 10 policies in use. Prompting ChatGPT for analysis

{

"path": "aviv-*->*",

.

° Na nglee Pythona przeznaczone do S?;Il(cy "av;vvhas full access to all resources, including others' user accounts",
. . . o1 , . .e "mitigation": "Limit aviv's permissions to only necessary actions and resources"
identyfikowania mozliwosci eskalacji

. 4 . "policy": "x", : ;
uprawnien w Amazon Web Services e ey meoses ea
(AWS) IAM "path": "oksana-*->*",

"policy": "x",
"risk" oksana has full access to all resources, including others' user accounts",
"mitigation”: "Limit oksana's permissions to only necessary actions and resources"

"path": "test_user-AdministratorAccess->*",

"policy": "AdministratorAccess",

"risk": "test_user has full access to all resources, including others' user accounts"
"mitigation”: "Limit test_user's permissions to only necessary actions and resources"




Jak dziatajg narzedzie
korzystajace z Al (ML)?



NVIDIA

N\IIDIA Antl-spear phlshing

Training Model

Generative-Al NVIDIA Morpheus



Otenableone | Inventory

#@o Exposure Signals = Inventory

Number Of Assets New Assets In Last 7 Days Updated Assets in last 7 days

Vulnerability Management @ |dentity Exposure @ Web Application Scanning Q Cloud Security QT Security
ssets + i o7 ax a T 92 4k 103 8.7k
. .

FIND > Assets Search by typing a valid query []:’ Score (Beta)

Name S t Updated See Details

gapvs-centos7-2-2 A : Bstopada 2024 See Details >

rhel8.dc.demo.io Device 21 listopada 2024 See Details >

Herman Crumback Person 20 listopada 2024 See Details >
Danial Gordey Person 20 listopada 2024 See Details >
Doug Busken Person 21 listopada 2024 See Details >
Chester Bolding Person 21 listopada 2024 See Details >
Rachael Stibitz Person 21 listopada 2024 See Details >
Columbus Freville Person 21 listopada 2024 See Details >
Jeannette Brace Person 21 listopada 2024 See Details >

Queenie Bellemare Person 21 listopada 2024 See Details >

Tamara Eppling 22 Person 21 listopada 2024 See Details >




Inventory BACKTOTOP A

DEVICE

gapvs-centos/-2-2

Source: @ Tenable Vulnerability Management | A HideSummary ~

About this asset Weaknesses

The asset qapvs-centos7-2-2 is a general-purpose device running Linux Kernel 4.8. It has a high relative exposure (AES: 992) This asset is vulnerable to several critical risks and vulnerabilities, including: 1. **CVE-2019-5736**: This vulnerability allows

and is considered critical for the business (ACR: 10). This asset is not internet-facing and has not been authenticated since attackers to overwrite the host runc binary and obtain host root access by executing a command as root within a container. It

February 2024. It has several critical and high-risk vulnerabilities, including CVE-2019-5736, CVE-2016-5195, CVE-2021-4034, has a VPR score of 10.0 and is considered HIGH risk. 2. **CVE-2016-5195**: This vulnerability allows local users to gain privileges

CVE-2023-4863, CVE-2016-0728, CVE-2017-1000112, CVE-2017-5375, CVE-2021-3156, CVE-2017-7308, and CVE-2021-22555. by leveraging incorrect handling of a copy-on-write (COW) feature to write to a read-only memory mapping. It has a VPR score

These vulnerabilities expose the asset and the network to various risks, including unauthorized access, privilege escalation, of 9.8 and is considered HIGH risk. 3. **CVE-2021-4034**: This vulnerability allows unprivileged users to gain administrative

service interruption, data breach, and tampering. rights on the target machine by crafting environment variables to induce pkexec to execute arbitrary code. It has a VPR score of
9.8 and is considered HIGH risk. 4. **CVE-2023-4863**: This vulnerability allows a remote attacker to perform an out-of-bounds
memory write via a crafted HTML page. It has a VPR score of 9.8 and is considered HIGH risk. 5. **CVE-2016-0728**: This
vulnerability allows local users to gain privileges or cause a denial of service via crafted keyctl commands. It has a VPR score of
9.7 and is considered HIGH risk. 6. **CVE-2017-1000112**: This vulnerability allows for a bypass of ASLR and DEP protections
leading to potential memory corruption attacks. It has a VPR score of 9.7 and is considered HIGH risk. 7. **CVE-2017-5375**: This
vulnerability allows for a bypass of ASLR and DEP protections leading to potential memory corruption attacks. It has a VPR score
of 9.7 and is considered CRITICAL risk. 8. **CVE-2021-3156**: This vulnerability allows privilege escalation to root via "sudoedit -
s" and a command-line argument that ends with a single backslash character. It has a VPR score of 9.7 and is considered HIGH
risk. 9. **CVE-2017-7308**: This vulnerability allows local users to cause a denial of service or gain privileges via crafted system
calls. It has a VPR score of 9.7 and is considered HIGH risk. 10. **CVE-2021-22555**: This vulnerability allows an attacker to gain
privileges or cause a DoS (via heap memory corruption) through user name space. It has a VPR score of 9.7 and is considered
HIGH risk.

Data Breach and Tampering Privilege Escalation Service Interruption Unauthorized Access and Control

G ¥ e D

Asset Exposure Score Asset Criticality Rating Weaknesses Identified Key Properties

Asset Class Device

@ 992/] 0 U 0 @ ]0/] O ) User Overridden O 2575 2:::: :z:itionamy Compute and Application Server

UNDEFINED
Last Observed At 20 lis 2024 at 14:27

Properties Attack Paths Weaknesses Exposure Cards I Exposure Signals | Relationships Device Accounts




(tenableone | Inventory

ollo Exposure Signals := Inventory

& (P AddExposure Signal

Tenable ~ 30/30

AD Devices not scanned by Tenable
Vulnerability Management

Violations Exposure Mgmt. Trends (Last 7 days)

55.7K &0 A7 0.02%

LY &

Accounts Using a Breached Password to
Connect to Hosts

Violations Exposure Mgmt. Trends (Last 7 days)

1 JONY 0%

Active Directory Domain Admin Group
used on Internet-Exposed Hosts with...

Violations Exposure Mgmt. Trends (Last 7 days)

0 L0 0%

Active Directory Domain Controller with
Microsoft Vulnerabilities including "Acti...

Violations Exposure Mgmt. Trends (Last 7 days)

TI 08 0%

Active Directory Domain Controllers being
Administered by Non-Administrative...

Accoun

November 213:28A

Whatis it e
An exposure
compromisec

Associatec
@) Assets

Relationship

= Seeresult
Impacted As!
Search

Name

noPacWorkstat

o noPacWorkstation

See Asset Details

@

Exposure Signals Summary Gen Al

Tenable is considering the asset "noPacWorkstation" to be
part of the exposure insight "Accounts Using a Breached
Password to Connect to Hosts" because: it is an Account that
was last observed on November 21st, 2024 UTC and has
been flagged with the detection code "C-PASSWORD-
HASHES-ANALYSIS:R-BREACHED-PASSWORD". This
indicates that the account is using a password that has been
compromised in a previous data breach. The account has
three weaknesses, including "Use of a Breached Password",
"Use of a Weak Password", and "Password stored using
reversible encryption”. This means that the account's
password is likely to be easily guessed or compromised,
making it vulnerable to attack. The account was created on
July 19th, 2024 UTC.

Key Properties (3)

Last Observed At Nov 21, 2024 8:30AM

Created Date Jul 19, 2024 3:40PM

Asset Class

Weaknesses (3)

Search

Use of a Breached Password
Use of a Weak Password

Password stored using reversible encryption

=7 Archive

Generated by Al

hosts. These accounts may be vulnerable to attack, as they™®

ASHES-ANALYSIS:R-BREACHED-PASSWORD ~ WITH

opacworkstation

See Details >




= (Otenableone | Attack Path Analysis « Q <9{§} H 0

Dashboggd Discover indings ATT&CK
< Back to Attack Paths . . View Findings (7)
-~ 3.84.5.178 exploits three vulnerabilities to reach qapvs-centos7-2-2 Al
Attacker gains credentials of
@ Administrator by dumping LSASS memory An attacker starts the attack from 3.84.5.178 and gains access to the internal network by exploiting a vulnerability in win-2022, win-2022 is a Windows server. The
from ARCHIE attacker then exploits CVE-2023-50387, CVE-2019-8764 and CVE-2016-1962 to gain access to qapvs-centos7-2-2. The attacker uses network sniffing to find new

targets in the network. This attack path is a good example of how an attacker can use multiple vulnerabilities to gain access to a target system.

External asset 54.163.3.197 reaches to

@ Azure user Daryl Buszka by exploiting Related Products, Assets, and Findings
Windows vulnerability C...  Tenable Vulnerability Management (19506, 24272, 64582, 89763, 143288, 190971)

External asset 54.163.3.197 reaches to Cﬁ @
[D Azure user Marion Bircheat by exploiting
Windows vulnerabilit...

External asset 54.163.3.197 reaches to
@ Azure user Carter Kerbow by exploiting
Windows vulnerability ...

External asset 54.163.3.197 reaches to
@ Azure user Epsie Jessing by exploiting
Windows vulnerability ...

3188

- - - - .

5845178 win-2022 101200124 CVE-2025-50387 rhelg-desktop labnetlocal 192.168.122.0/24 CVE-2019-8764
012063

External asset 54.163.3.197 reaches to
[D Azure user Mallie Afonin by exploiting
Windows vulnerability ...

External asset 54.163.3.197 reaches to
@ Azure user Zola Spiering by exploiting
Windows vulnerability ...

External asset 54.163.3.197 reaches to
@ Azure user Hans Hawbecker by exploiting
Windows vulnerability...

() Exposed Asse: @CriticalAsse: (& AlAssistant | — O + | 3

Q

External asset 54.163.3.197 reaches to

-

<4 L

3.84.5.178 exploits three vulnerabilities to reach gapvs-centos7-2-2 Al ® Critical ®* & ,C',L. Yy = SeeinAPA (4




I (O Exploitation of Remote Services I = Network Sniffing Il [ Exploitation of Remote Services [l
H H
H H
i H
i H
> Exploit > @ > Mffects » C]E 3 Contain > » Exploit > @ »
10..20.0/24 CVE-2023-50387 thel8-desktop.labnet Jocal 192.168.122.0/24 CVE-2019-8764

10..20.68

@ Al Assistant |




Al Assistant

Hey there! # Ask me anything about the attack path.

Nov 21, 2024

mozesz mi po polsku wyjasni¢ dlaczego ten port 3389 jest niebezpieczny ?

Nov 21, 2024

Port 3389 jest uzywany przez Remote Desktop Protocol (RDP), ktdry pozwala na zdalne sterowanie komputerem. Chociaz RDP jest przydatnym narzedziem, moze by¢ rowniez niebezpieczny, poniewaz:

¢ Ataki brute force: Hakerzy moga prébowac odgadna¢ hasto do konta RDP, uzywajgc zautomatyzowanych narzedzi, ktore testujg tysigce kombinacji.

o Exploity: W przesztosci odkryto luki w zabezpieczeniach RDP, ktére umozliwiaty hakerom przejecie kontroli nad komputerem bez znajomosci hasta.

* Brak uwierzytelniania wielosktadnikowego: Domysinie RDP nie wymaga uwierzytelniania wielosktadnikowego (MFA), co utatwia hakerom dostep do komputera po kradziezy hasta.
» Nieszyfrowany ruch: Domysinie ruch RDP nie jest szyfrowany, co oznacza, ze hakerzy mogg podstuchiwa¢ komunikacje i wykradac¢ dane, takie jak hasta.

W tym konkretnym przypadku, potaczenie z zewnatrz (ExternalAsset) do kamputera z systemem Windows Server (B) przez port 3389 sugeruje, ze RDP jest narazony na ataki z Internetu. To stwarza powazne zagrozenie bezpieczenstwa, poniewaz
hakerzy moga wykorzystac luki w zabezpieczeniach RDP do przejecia kontroli nad serwerem.

Zalecenia:

o Zamknij port 3389 na firewallu, jesli nie jest uzywany.

o Uzywaj silnych haset do kont RDP i wtacz uwierzytelnianie wielosktadnikowe (MFA).

¢ Regularnie aktualizuj system operacyjny i oprogramowanie, aby upewnic sie, ze korzystasz z najnowszych poprawek bezpieczenstwa.
¢ Rozwaz uzycie VPN do szyfrowania ruchu RDP.

Nov 21, 2024
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[New ] € Attacker gains credentials of Administrator by dumping LSASS memory from ... Al @ Critical G

m € External asset 54.163.3.197 reaches to Azure user Daryl Buszka by exploiting W... Al @ Critical @ >

Attack Summary by Al

An attacker starts from an external asset 54.163.3.197 and gains initial access into Windows workstation water-plant-01 using external remote services. The attacker then sniffs the network traffic and discovers the subnet 192.168.15.0/24 and
the vulnerability CVE-2023-50387 which exists in the domain controller SE-DC1. The attacker exploits the vulnerability and compromises the domain controller. The attacker then gains access to a service ADSync which is running on the
domain controller. The attacker uses the service to gain access to the Azure tenant Tenable Cloud Security Customer 2. Finally, the attacker gains access to the Azure user Daryl Buszka by using the cloud account technique.
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Created Aug 11, 2024, 11:08:50 PM - Purpose: Mal/Generic-S - This detection family indicates a generic malware threat.

- Parent path: C:\AtomicRedTeam\atomics\T1055\bin\x64\

- Cleanup status: True
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Command Line
Ul MITRE Tactic(s) "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -Command "IEX
([Text.Encoding]::UNICODE.GetString([Convert)::FromBase64String((gp HKCU:Software\Microsoft\Windows\CurrentVersion
No MITRE data found. Debug).Debug)))"
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Sep 13, 2023, 11:03:30 PM

Created Sep 13, 2023, 11:03:30 PM
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"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -Command "IEX
([Text.Encoding]::UNICODE.GetString([Convert]::FromBase64String((gp HKCU:Software\Microsoft\Windows\CurrentVersion
Debug).Debug)))"
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Charlotte Al

Charlotte Al is a generative Al security analyst that uses the world's highest-fidelity security data and is continuously improved by CrowdStrike's industry-leading threat hunters,
managed detection and response operators, and incident response experts.

+ What are the indicators for Bitwise Spided

CrowdStrike

Example prompts Capabilities Privacy

Which threat actors target my industry? Help users of all skill levels elevate their ability to Our generative Al was purpose-built for privacy,

Wiiat tactics doss Silarit Cholliis use? stop breaches. Reduce complexity with easy to accuracy and safety. Charlotte Al actively redacts
understand, plain language prompts that simplify sensitive data and obtains only factual, traceable

Hunt my environment for signs of Silent Chollime your use of the platform. Get intuitive summaries of data to minimize Al hallucinations. Charlotte Al also

What is my exposure to CVE-2023-34362? adversary activity in your environment, investigate advises users of the risks of any recommended

Shosk s ToarmViowsr Fatallations and hunt with nothing but a prompt, and even actions and leverages built-in role-based access
trigger response actions. controls (RBAC) to prevent unauthorized user

Which hosts tried to connect to 194.59164.677?
access.




Example prompts

Which threat actors target my industry?

What tactics does Silent Chollima use?

Hunt my environment for signs of Silent Chollima
What is my exposure to CVE-2023-34362?

Show me TeamViewer installations

Which hosts tried to connect to 19459164677

Capabilities

Help users of all skill levels elevate their ability to
stop breaches. Reduce complexity with easy to
understand, plain language prompts that simplify
your use of the platform. Get intuitive summaries o
adversary activity in your environment, investigate
and hunt with nothing but a prompt, and even

trigger response actions.
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278c1492a06... hash_md5S LockBitRanso... bitwise-spider ActionOnObj... Nov. 27, 2023 ... Feb.1,2024 1.
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Chce wiecej !

e https://github.com/tenable/awesome-lim-cybersecurity-
tools

* Machine Learning (ML) in Cybersecurity: Use Cases —
CrowdStrike

* Deep Learning Threat Protection: Powered by Al | Sophos

e Real-Life Examples of Machine Learning in Cybersecurity -
SOCRadar® Cyber Intelligence Inc.

e System predicts 85 percent of cyber-attacks using input from
human experts | MIT News | Massachusetts Institute of
Technology



https://github.com/tenable/awesome-llm-cybersecurity-tools
https://github.com/tenable/awesome-llm-cybersecurity-tools
https://www.crowdstrike.com/cybersecurity-101/machine-learning-cybersecurity/
https://www.crowdstrike.com/cybersecurity-101/machine-learning-cybersecurity/
https://www.sophos.com/en-us/content/deep-learning-cybersecurity
https://socradar.io/real-life-examples-of-machine-learning-in-cybersecurity/
https://socradar.io/real-life-examples-of-machine-learning-in-cybersecurity/
https://news.mit.edu/2016/ai-system-predicts-85-percent-cyber-attacks-using-input-human-experts-0418
https://news.mit.edu/2016/ai-system-predicts-85-percent-cyber-attacks-using-input-human-experts-0418
https://news.mit.edu/2016/ai-system-predicts-85-percent-cyber-attacks-using-input-human-experts-0418
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